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SECTION 1 

(POLICY STRUCTURE) 
 

 
1.1 PURPOSE 

 
The purpose of this Information Security Policy is to implement security controls that 
assist [COMPANY] in protecting its information, and to enable the business to deliver on 
stated objectives and empower the way in which [COMPANY] operates through 
information security governance, controls, and effective risk management. 

 

1.2 SCOPE 
The [COMPANY] Information Security Policy has been established to protect all 
information assets, including, but not limited to; paper records, computers including all 
digitalized information, mobile devices, and network infrastructure components that are 
owned, leased, or otherwise held, controlled and/or used by [COMPANY]’ personnel. 
This includes, but is not limited to, all corporate information systems facilities, telephone 
network components and supporting systems, communications networks, and the 
information stored on, transmitted by and/or processed in these facilities. This policy’s 
requirements apply to all information owned or managed by [COMPANY] no matter its 
form or location. The policy applies to all directors, officers, employees, contractors, and 
temporary workers (“personnel”) of [COMPANY], its wholly owned and partially- owned 
subsidiaries and affiliates using its technology assets (collectively, “[COMPANY]”), as 
well as any parties that interact with, access, or store [COMPANY] information assets. 

 

1.3 OVERVIEW 

 
The policy is designed to (1) ensure the security and confidentiality of information assets, 

(2) protect against any anticipated threats, known cyberattacks, detected malicious 
activities or hazards to the security or integrity of information assets, (3) protect against 
unauthorized access to or use of information assets and computer resources that could 
result in substantial harm of inconvenience to any customer, employee, or non-employee, 
and (4) the policy is aligned and meeting the data protection regulatory and compliance 
requirements for all jurisdictions where it operates. 

 
This policy outlines the process for protecting the confidentiality, availability, and 
integrity of our information. [COMPANY] defines information as “data associated with 
meaning and purpose” and information protection incorporates the following criteria: 
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➢ Confidentiality: The confidentiality of information, including, but not limited to, 
intellectual capital, proprietary information, unclassified but sensitive data belonging 
to [COMPANY], and confidential information from business partners. 

 
➢ Integrity: Information must be protected from illicit access, destruction, and/or 

modification for the integrity of the information to be assured. 

 
➢ Availability: Information must be available when and where needed to ensure that 

[COMPANY]’ mission critical systems are available during applicable business 
hours as defined in the [COMPANY] resiliency plan. 

 

 

1.4 POLICY COMPLIANCE 

The Director, CISO of Cyber & Information Security, will verify compliance to this policy 
through various methods, including but not limited to, business tool reports, internal and 
external audits, security assessments and feedback to the policy owner. 

 
1.4.1  Non-Compliance 

Violators of this policy will be subject to disciplinary action up to and including termination 
of employment. All personnel are required to report any known or suspected policy 
violation(s) to their manager and/or the Cyber & Information Security Team immediately. 

 
1.4.2  Policy Exceptions 

Due to special circumstances, there may be cases where compliance cannot be achieved 
for reasons beyond [COMPANY]’ control. In such cases, an exception to [COMPANY] 
Information Security Policy, must be requested and submitted by following the 
organization’s Policy Exception Standard. For specific details, please refer to the Policy 
Exception Standard located on page 27. 

 

1.5. APPLICABILITY 

This policy is applicable to all [COMPANY]’ sectors. 
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SECTION 2 

(END-USER INFORMATION SECURITY POLICY) 

ALL EMPLOYEES/NON-EMPLOYEES 

 

Scope: 
The following policies and standards outlined below apply to all of [COMPANY]’ 
employees, IT contractors, third-party vendors and business partners that have system 
access to the organization’s network and information assets 

 
 

 

Policy Name Page # 
2.1 USER ACCEPTABLE USE POLICY Page 8 

2.2 USER SECURITY AWARENESS POLICY Page 9 

2.3 USER ACCESS POLICY Page 10 

2.4 USER SEPARATION OF DUTIES POLICY Page 11 

2.5 USER MALWARE MANAGEMENT POLICY Page 11 

2.6 PERSONNEL SECURITY POLICY Page 12 
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END-USER INFORMATION SECURITY POLICY 

 
2.1 USER ACCEPTABLE USE POLICY 

Users shall not use, or assist anyone else to use, [COMPANY]’ computer resources to 
perform actions that are reasonably determined by [COMPANY] to be a violation of 
generally accepted standards of corporate usage. 

 
2.1.1 User Acceptable Use Standard: 

 
Objective: 
The purpose of this standard is to outline the acceptable use of computer equipment at 
[COMPANY]. These standards are in place to protect the employee and [COMPANY]. 
Inappropriate use exposes [COMPANY] to risks including malware attacks, legal liability, 
data loss, and compromise of the organization’s network systems, business processes 
and/or services. 

 
2.1.1.1 Personnel are required to ensure that all sensitive/confidential information in 

hardcopy or electronic form is secure in their work area in a locked drawer at the end 

of the day and when they are expected to be away for an extended period; 

2.1.1.2 Workstation and mobile screens must be locked when left unattended; 

2.1.1.3 File cabinets containing High or Medium Disclosure Risk information (refer to our 

data classification grid on page 31) must be kept closed and locked when not in use 

or when not attended; 

2.1.1.4 Passwords may not be written on sticky notes or other mediums and posted on, near, 

or under a keyboard, nor may they be left in any accessible location; 

2.1.1.5 Revealing your user account and password to others (e.g., employees, third parties, 

family members, executive assistants, etc.) or allowing use of your account by others 

is strictly prohibited; 

2.1.1.6 In special cases (e.g., IT support and troubleshooting incident), when an employee 

must share their password, the employee must initiate a password reset within two 

hours of the completed incident and/or request; 

2.1.1.7 The creation of system passwords must follow [COMPANY]’ password 

standard; please refer to the password standard located on page 25; 

2.1.1.8 Personnel shall have no expectation of privacy in anything they store, send or receive 

on [COMPANY]’ network and computer systems (e.g., email system, instant 

messaging, file share environment); 

2.1.1.9 Printouts containing restricted or sensitive information should be immediately 

removed from the printer; 

2.1.1.10  Upon disposal restricted and/or sensitive documents should be placed in the official 

shredder bins or placed in locked confidential disposal bins; 

2.1.1.11 Whiteboards containing restricted and/or sensitive information should be erased 

when not in use or unattended; 

2.1.1.12 All personnel who engage with third parties, cloud services, and/or other external 

business partners must ensure that such third parties adhere to the Vendor Risk 

Management Standard as applicable, located on page 22. 
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2.1.1.13 While in the office, during normal office hours (i.e., 8am - 6pm), all [COMPANY] 

mobile devices (i.e., company laptop, mobile phone, etc.) that are left 

unattended for any amount of time, must be secured with a “password locked” 

enabled. Furthermore, when your mobile device is left in the office unattended 

outside of normal office hours, your device must be secured within a locked 

environment (i.e., cabinets, desk drawers, etc.). 

 
2.1.1.14 When traveling and/or working remotely, all [COMPANY] mobile devices (i.e., 

company laptop, mobile phone, etc.) when left unattended for any amount of time, 

your device must always be placed in a secure location (i.e., car trunk, locked 

meeting room, locker, etc.), and ensure your device is at the lock screen. 

 
2.1.1.15 Personnel that access [COMPANY]’ data on non-corporate mobile devices, must 

have [COMPANY]’ MDM (mobile device management) solution (e.g., Intune) 

installed on the device, or leverage other approved solutions via your local IT 

department. 

 
2.1.1.16 When storing or sharing [COMPANY] data, employees must use a [COMPANY] 

approved file sharing service (Egnyte, SharePoint, & OneDrive) 

2.1.1.17 Personnel are prohibited from storing or sharing [COMPANY] data using personal 
hardware (USB’s, hard drives, etc.) or software (Google Drive, Dropbox, Box, iCloud 
etc.). 

 

2.1.1.18 Personnel must follow all applicable data privacy policies when storing and 

transferring [COMPANY] data. 

 

 

2.2 USER SECURITY AWARENESS POLICY 

All [COMPANY]’ employees, and where relevant [COMPANY]’ non- employees, must be 
provided and complete information security training on a regular basis, no less than 
annually. 

 
2.2.1 User Security Awareness Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring all personnel that have access to [COMPANY]’ information assets 
understand their roles and responsibilities as it relates to protecting [COMPANY]’ critical 
data and information. 

 
2.2.1.1 A periodic security newsletter must be designed and provided to all [COMPANY]’ 

personnel; 
2.2.1.2 The security awareness program must be defined and documented to capture the training 

requirements and expectations for all [COMPANY]’ new hires, and personnel that have 
access to the organization’s information assets; 

2.2.1.3 A comprehensive security course should be provided to all personnel on a periodic basis, 
at least annually; 
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2.2.1.4 Personnel who require access or process sensitive data types as defined in various data 
protection frameworks and laws including, but not limited to, PCI-DSS (Payment Card 
Industry Data Security Standard), GDPR (General Data Protection Regulation), HIPAA 
(Healthcare Information Portability and Accountability Act) and CCPA (California 
Consumer Privacy Act), shall be required to take specialized training on the handling of 
these data types; 

2.2.1.5 Metrics and reporting on the progress of the security awareness program must be in place 
and provided to management on a periodic basis; 

2.2.1.6 Security policies should be communicated annually to all [COMPANY]’ personnel during 
the program’s life-cycle; 

2.2.1.7 The Cyber & Information Security Team is responsible to govern the design, 
implementation and on-going support of a security awareness program for 
[COMPANY]; 

2.2.1.8 All users that have privilege access (e.g., sys admin access) to [COMPANY]’ 
information assets must understand their roles and responsibilities via a role-based 
training program; 

2.2.1.9 All personnel including C-level executives must complete an annual security 
awareness/training course pertaining to the appropriate steps in preventing malware 
infections (e.g., clicking on malicious phishing emails). 

 

 

2.3 USER ACCESS POLICY 

[COMPANY] must restrict logical access to only authorized users that require system 
access to the organization’s information assets including, but not limited to computer 
systems, applications, network devices, end-user devices and third-party cloud solutions. 
[COMPANY] must have an access control process established, documented and 
reviewed based on business and information security requirements. 

 
2.3.1 User Access Standard: 

 

Objective: 
The purpose of this standard is to provide the security requirements and measurements 
designed to restrict system access to authorized parties (all personnel), in order to protect 
customer and business data, the organization’s information assets, ensure compliance 
with relevant statutory, security practices and data privacy regulations. 

 
2.3.1.1 All [COMPANY]’ terminated personnel, must have their network/log-in user account 

disabled within 24 hours of their employment termination date; 
2.3.1.2 Where appropriate, all access requests (e.g., new hires, transfers and terminations) to 

[COMPANY]’ systems and applications must have a written/electronic authorization 
via [COMPANY]’ formal process; 

2.3.1.3 All system access requests must be saved and stored for 18 months to ensure supporting 
documentation is available for audit and compliance purposes; 

2.3.1.4 Where appropriate, management is responsible to ensure user access reviews take place 
on a periodic basis across business applications; 

2.3.1.5 All [COMPANY]’ business critical systems (e.g., must meet regulatory compliance, 
contains personal identifiable information, mergers & acquisitions, etc.) must have a 
defined data/asset custodian; 

2.3.1.6 [COMPANY] must define and implement operational procedures for authenticating and 
authorizing access to the organization’s business applications and computer systems; 
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2.3.1.7 [COMPANY]’ personnel must follow the “least privilege” protocol by only receiving system 
roles and access required to perform their current job function; 

2.3.1.8 Users that have “full control” and “modify” file permissions must be reviewed and approved 
by management on a quarterly basis. 

 

 

2.4 USER SEPARATION OF DUTIES POLICY 

Business functions within [COMPANY] must be appropriately segregated under separate 
roles, and these roles must be allocated to personnel based on their job responsibilities. 
Conflicting duties and areas of responsibility should be segregated to reduce 
opportunities for unauthorized, unintentional modification or misuse of the organization’s 
assets. 

 
2.4.1 User Separation of Duties Standard: 

 
Objective: 

The purpose of this standard is to provide appropriate security and business 
measurements that will prevent and mitigate the risk as it relates conflict of interest, 
wrongful acts (e.g., fraud), abuse/errors, and ensure compliance with relevant statutory, 
security practices and data privacy regulations. 

 
2.4.1.1 Where appropriate, [COMPANY]’ must implement and document specific internal controls 

and procedures that either prevent and/or detect an employee changing and/or deleting 
business data (e.g., financial, HR, or legal data, etc.); 

2.4.1.2 Business functions must be appropriately segregated under separate roles, and these 
roles must be allocated to personnel based on their job responsibilities; 

2.4.1.3 Personnel with administrative privileges to computer systems and business applications 
must not administer their own accounts; 

2.4.1.4 During the application user access review and certification process, the business reviewer 
is prohibited to review and approve their own system access roles; 

2.4.1.5 Where appropriate, management is responsible to ensure system user access reviews 
take place on a periodic basis. 

 

 

2.5 USER MALWARE MANAGEMENT POLICY 

The need for malware management is to reduce the potential risks to [COMPANY]’ 
information assets, by protecting the software, hardware and data that could be 
vulnerable to the introduction of malicious code. Therefore, all [COMPANY] personnel 
must complete their security/awareness training as it relates to understanding their roles 
and responsibilities, and the various steps required to help mitigate the risks and threats 
surrounding malware attacks (e.g., phishing emails, ransomware, etc.) against 
[COMPANY]’ network and computer systems. 
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2.5.1 User Malware Management Standard: 

 
Objective: 

Reduce the potential risks to [COMPANY]’ information assets, by protecting the software, 
hardware and data that could be vulnerable to the introduction of malicious code. 

2.5.1.1 Anti-virus/anti-malware software, hereby called endpoint protection, must be installed on 
all servers, laptops and desktops owned by [COMPANY]; 

2.5.1.2 [COMPANY]’ personnel must not have the ability to disable endpoint protection without 
the aid of the Information Technology group. Additionally, technology users must never 
disable, or attempt to disable, the endpoint protection tool on any device; 

2.5.1.3 The endpoint protection should be updated regularly, while security definitions should be 
no older than 30 days; 

2.5.1.4 The Cyber & Information Security Team, and/or the appropriate IT resources are 
responsible for managing all virus alerts, notifications, root cause analysis, and the 
removal of any system infections caused by malicious code; 

2.5.1.5 The endpoint protection must be configured to receive automatic updates. 

 

 

2.6 PERSONNEL SECURITY POLICY 

Policy: 
In order to effectively manage [COMPANY]’ personnel risks, all personnel management 
policies must adhere to the personnel security standards, all personnel security 
standards and procedures will be reviewed and approved with respect to risk 
assessments and events that may precipitate an update to personnel security policy and 
procedures. Such events include, without limitation, assessment or audit findings, 
security incidents or breaches, or changes in applicable laws, executive orders, 
directives, regulations, policies, standards, and guidelines, and the standards. 

2.6.1 Personnel Security Standard: 

Objective: 

The objective of this standard is to reduce the business risks associated with effective 
personnel security measures, by setting forth the standards and procedures to identify, 
properly screen personnel, assign and review the appropriate personnel to designated 
business functions given the reviews and risk assessments related to those functions as 
identified by the organization. 

2.6.1.1 Screen individuals prior to authorizing access to the system, and rescreen individuals in 
accordance with requirements of change in position risk designation; 

 
2.6.1.2 Retrieve all security-related organizational system-related property; 

2.6.1.3 Develop and document access agreements for organizational systems; review and update 
the access agreements on an annual basis or more frequently as required; and verify that 
individuals requiring access to organizational information and systems; 
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SECTION 3 

(INFORMATION TECHNOLOGY SECURITY POLICY) 
IT EMPLOYEES/NON-EMPLOYEES ONLY 

 

Scope: 
The following policies and standards outlined below apply to all of [COMPANY]’ information 
technology employees, IT contractors, third-party IT vendors that have system access to 
the organization’s network and information assets. 

 

Policy Name Page # 

3.1 IT RESILIENCY MANAGEMENT POLICY 14 

3.2 IT ASSET MANAGEMENT POLICY 14 

3.3 IT APPLICATION SECURITY POLICY 15 

3.4 IT NETWORK SECURITY POLICY 16 

3.5 IT LOGGING AND SYSTEM MONITORING POLICY 17 

3.6 IT SECURITY INCIDENT MANAGEMENT POLICY 18 

3.7 IT VULNERABILITY MANAGEMENT POLICY 19 

3.8 IT CHANGE MANAGEMENT POLICY 20 

3.9 IT RISK MANAGEMENT POLICY 21 

3.10 IT VENDOR RISK MANAGEMENT POLICY 22 

3.11 IT MEDIA SANITIZATION POLICY 23 

3.12 IT LOGICAL ACCESS POLICY 23 

3.13 IT PASSWORD POLICY 25 

3.14 IT EQUIPMENT SECURITY POLICY 25 

3.15 IT ENCRYPTION POLICY 26 

3.16 IT EXCEPTION POLICY 27 

3.17 IT DATA CLASSIFICATION POLICY 28 

3.18 IT SYSTEM AND SERVICES ACQUISITION POLICY 29 

3.19 IT MALWARE MANAGEMENT POLICY 30 
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3.1 IT RESILIENCY MANAGEMENT POLICY 

 
Policy: 

[COMPANY] must include information security requirements for roles and responsibilities, 
technical requirements, and impact analyses as part of the business resiliency program 
for maintaining business functions when systems or processes are compromised. 

3.1.1 IT Resiliency Standard: 

 
Objective: 

The objective of this standard is to ensure the resiliency program has the ability to 
minimize negative impacts to [COMPANY]’ information assets and maintain the 
organization’s critical business processes until regular operating conditions are restored. 

 
3.1.1.1 A backup/recovery plan must be documented and available to the appropriate IT staff; 
3.1.1.2 Roles and responsibilities must be clearly defined and documented; 
3.1.1.3 A BIA (Business Impact Analysis) plan must be established, documented, and approved 

on an annual basis; 
3.1.1.4 The backup/recovery plan must be reviewed on an annual basis and approved by 

management; 
3.1.1.5 All backup media must be stored at an off-site location; 
3.1.1.6 Data on backup media must be encrypted; 
3.1.1.7 Backups are monitored for failure using an automated system; 
3.1.1.8 Data backup frequency must be defined and documented; 

3.1.1.9 The ability to recover from backup media must be tested quarterly, which should include a 
report of the outcome and provided to management for their review; 

3.1.1.10 On an annual basis, the recovery plan must be tested, which should include a report of the 
outcome and provided to management for review; 

3.1.1.11 The process must include specific RPO’s (Recovery Point Objective) and RTO’s 
(Recovery Time Objective) for each in-scope system; 

3.1.1.12 Each business sector within [COMPANY], must have a defined owner, 
documented, and approved business continuity plan in place; 

3.1.1.13 Each business sector within [COMPANY], must review and approve their 
business continuity plan on an annual basis; 

3.1.1.14 All third-party vendors (e.g., Salesforce, Workday, etc.) must have a contractual 
agreement outlining the vendor’s commitment to mitigate the risk of system outages and 
availability, by ensuring full continuity and recovery for [COMPANY]’ data and business 
processes. 

 
 

 

3.2 IT ASSET MANAGEMENT POLICY 

 
Policy: 

Where appropriate, an inventory of all [COMPANY]’ IT assets (e.g., hardware and 
software) both internal and external must be identified, maintained and updated 
periodically on an annual basis. Information asset classification must be established 
based on the potential risk and harm to our customers, business partners and the 
organization. 
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3.2.1 IT Asset Management Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by maintaining the appropriate inventory of [COMPANY]’ business application’s, 
servers, network hardware and devices, end-user devices (e.g., laptops and smart 
phones), and SaaS solutions, to ensure the information assets are protected, while 
having the ability to plan and execute system backup, recovery and incident response. 

 
3.2.1.1 An inventory of [COMPANY]’ business IT assets (e.g., hardware, software), must be 

defined and documented, which should include, but not limit to, the following 

a. Name of the business application; 
b. Business function of the asset; 
c. Name of server, network device (e.g., firewall, router, etc.), laptop, etc.; 
d. IP address; 

e. Name of the vendor (e.g., Cisco); 
f. IT and business owner; 

g. Version of the software; 
h. Classification and applicable compliance frameworks of the data (e.g., HIPAA, PCI, 

PII) the asset might contain; 
i. Name of the database and the server(s) on which it resides; 

j. Identify the asset is backed-up and how often; 
k. Physical location (e.g., name/location of the data center) of the asset; 
l. Identify the asset’s end of life, and/or license expiration; 

3.2.1.2 External systems (e.g., SaaS, IaaS) that store, transmit and process data must be 
catalogued, documented and assigned a business owner and/or contact via the 
organization’s Vendor Risk Management Program; 

3.2.1.3 Roles and responsibilities to maintain, support, catalog and secure [COMPANY]’ business 
IT assets must be defined and documented; 

3.2.1.4 To ensure the asset inventory is accurate and updated, the IT asset inventory must be 
reviewed, updated and confirmed by management on a quarterly basis; 

3.2.1.5 IT management is responsible to keep accurate records of disposal events of all storage 
media and hardware; 

3.2.1.6 All IT assets must be classified based on the business sensitivity and criticality (e.g., 
crown jewels). 

 

 

3.3 IT APPLICATION SECURITY POLICY 

 
Policy: 

Access to High and Moderate Disclosure Risk information and data (e.g., PII) must be 
controlled in all production, test and cloud/SaaS environments by the established 
application security standards. Information security requirements must be included for 
system acquisition, development and maintenance. 
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3.3.1 IT Application Security Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ 
information assets, by ensuring the data confidentiality, integrity and availability to all 
internal and external hosted [COMPANY] applications. 

 
3.3.1.1 Where appropriate, all applications must have authentication (e.g., SSO, MFA), 

authorization and auditing controls in place; 
3.3.1.2 All internal applications that store passwords must use a salted, non-reversible hash; 
3.3.1.3 Releasing an application into production with active default accounts (e.g., Admin, Guest) 

is prohibited; 
3.3.1.4 Where appropriate, the process to secure the “custom code and libraries” must be fully 

documented and review; 
3.3.1.5 Do not “hard-code” user credentials within the application’s source code; 

3.3.1.6 The “Remember Me” option must be disabled for high-security applications (e.g., HIPAA, 
PII or PCI data); 

3.3.1.7 A process must be established to manage all security vendor alerts, updates and patches 

as it relates to the business application; 
3.3.1.8 Authorization and role data must be stored on the server side; 

3.3.1.9 IT staff that have system access with the ability to move code into production, must have 
their code change request be reviewed and approved by management, before deploying 
code within a production environment; 

3.3.1.10 Where available, the application must have the ability to capture, log and report on all 
modifications made to the application’s software; 

3.3.1.11 Where appropriate, business critical applications must have an annual application 
penetration test; 

3.3.1.12 All applications must have the ability to detect and prevent injection flaws and 
vulnerabilities that potentially could be used to attack and compromise the data store (e.g., 
SQL databases, LDAP directories, etc.); 

3.3.1.13 Wherever possible and appropriate, all applications must be configured to use SSO 
(single sign on) authentication; 

3.3.1.14 Where appropriate, all applications must be configured using strong authentication as it 
relates to MFA (multi factor authentication); 

3.3.1.15 Where appropriate, developers must ensure all application security vulnerabilities (e.g., 
buffer overflow, cross site scripting, SQL injections, etc.) are mitigated and remediated by 
implementing the application security controls that are outlined via the current guidelines 
of OWASP’s Top Ten. 

 

 

3.4 IT NETWORK SECURITY POLICY 

 
Policy: 

All network and infrastructure devices that store, process and communicate [COMPANY]’ 
data and information must have security controls in place, with the ability to detect and 
prevent security incidents, as well as having the ability to respond and recover from a 
security incident. 
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3.4.1 IT Network Security Standard: 

 
Objective: 

The objective of this standard is to ensure the protection of [COMPANY]’ information and 
data that is created, processed, accessed and stored within [COMPANY]’ network 
infrastructure. 

3.4.1.1 All vendor-supplied default system accounts must have the password changed; 
3.4.1.2 All “super-user” system accounts must be renamed where possible; 
3.4.1.3 All system administrators must have two user accounts – one account that is used for their 

day to day activities, and the second account used for system administration activities 
only; 

3.4.1.4 Open ports and/or ports no longer required should be reviewed periodically by the system 
administrators and determine the port’s business need; 

3.4.1.5 By default, all ports outside of the standard set (e.g., HTTP, HTTPS, DNS, ICMP, etc.) 
must be disabled and leverage the approval process to be opened; 

3.4.1.6 All system services that are no longer required must be disabled; 
3.4.1.7 All unauthorized WAP (wireless access points) must be disabled; 
3.4.1.8 All system administrators must use a unique user id/account when accessing; 

3.4.1.9 Never add an unprotected workstation that had access to the internet on a trusted LAN; 
3.4.1.10 A high-level network diagram must be implemented and updated at least annually; 
3.4.1.11 Direct inbound access to any internal server(s) must be strictly prohibited. Direct inbound 

access will only be allowed if the servers are hardened and are housed via the 
organization’s DMZ; 

3.4.1.12  Where appropriate, NAC (network access control) should be implemented to detect and 

prevent unauthorized and unprotected devices accessing [COMPANY]’ network. 
 

 

3.5 IT LOGGING AND SYSTEM MONITORING POLICY 

 
Policy: 
Where appropriate, business critical IT systems must have ongoing system monitoring in 
place to collect system and security logs with the ability to produce audit logs of system 
and user activities, events and potential security incidents. 

3.5.1 IT Logging and System Monitoring Standard: 

 
Objective: 
The objective of this standard is to detect any malicious system activities or events that 
could potentially impact the protection of [COMPANY]’ data and information. 

3.5.1.1 Where available, All IT users that have privileged (e.g., root access, system administrator) 
access must have their activities monitored and captured via various audit logs; 

3.5.1.2 A log review process must be defined and documented for systems that are considered 

business critical and required to meet regulatory compliance (e.g., SOX, HIPPA, CCPA, 
GDPR, etc.); 

3.5.1.3 All log files and reports must be kept in a secure location with restricted access; 

3.5.1.4 Log files and reports cannot be reviewed by unauthorized IT staff with privileged access; 
3.5.1.5 All log files must have a retention period of at least 12 months; 
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3.5.1.6 Network logs must contain at least the following information; 
a. Date; 
b. Timestamp; 
c. Source address; 

d. Destination address; 
e. Port #. 

3.5.1.7 Intrusion detection real-time alerts marked as “critical” or “urgent” must be reviewed within 

4 business hours by the Cyber & Information Security Team; 
3.5.1.8 Intrusion detection unblocked alerts must be reviewed weekly by the Cyber & Information 

Security Team; 
3.5.1.9 A monthly intrusion detection event report must be generated and reviewed by the Cyber 

& Information Security Team; 
3.5.1.10 Uncleaned malware infection alerts must be reviewed and responded to within 4 hours of 

the notification; 
3.5.1.11 Network routers must be configured to monitor potential unauthorized “configuration 

changes” by enabling the syslog output. The alert message must contain at least the 
following information; 

f. Device name 

g. Implementer 
h. Timestamp 

3.5.1.12 Creation and deletion of system-level objects must be logged to ensure the changes were 
not malicious (e.g., malware); 

3.5.1.13 Alerting must exist to notify the Cyber & Information Security Team whenever a system or 
audit logged is cleared; 

3.5.1.14 At a minimum, all firewalls must be configured to provide real-time security alerts, which 
must be responded to base on the following event and severity level; 

a. Severity Level = 0, Keyword = emergencies, Description = system is unusable 

b. Severity Level = 1, Keyword = alerts, Description = immediate action is needed 
c. Severity Level = 2, Keyword = critical, Description = critical condition (spoof 

attacks) 
d. Severity Level = 3, Keyword = errors, Description = possible memory allocation 

failures 
e. Severity Level = 4, Keyword = warning, Description = possible exceeding certain 

thresholds 
f. Changes to access policies 

3.5.1.15 Auditing and logging must be enabled on all SQL database servers capturing the following 
events; 

i. Failed Windows login attempt 

j. Failed actions across the file 
 

 

3.6 IT SECURITY INCIDENT MANAGEMENT POLICY 

 
Policy: 
An Information Security Incident Plan must be in place, to detect, prevent, and respond to 
system related security events that could be potentially malicious, in order to reduce the 
negative impact and damages to [COMPANY]. 
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3.6.1 IT Incident Management Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring IT security events are captured and remediated in a timely manner. 

3.6.1.1 A manual or technical process (e.g., IDS, SIEM, etc.) to detect a system security event 
must be in place; 

3.6.1.2 All documented system security events must be isolated, analyzed and remediated in a 
timely manner based on the event’s level of priority; 

3.6.1.3 Roles and responsibilities to detect, prevent and mitigate the risk of a security event must 
be clearly defined and documented; 

3.6.1.4 Security events may include, but are not limited to the following, 
a. Loss of business services; 
b. Loss of data; 

c. Data compromise; 
d. Malware infection; 
e. Unauthorized system changes to a critical system; 
f. Unauthorized access to a critical system; 

3.6.1.5 If appropriate, security events (e.g., moderate and severe) must be fully documented and 
provided to management for review; 

3.6.1.6 On an annual basis, the incident response plan must be tested; 

3.6.1.7 Quarterly security event metrics must be developed and provided to management; 
3.6.1.8 A lesson’s learned session for all severe security events (e.g., data compromise, 

ransomware) must be held after the conclusion of the event; 
3.6.1.9 If appropriate, incident retainers should be explored and obtained to ensure the proper 

incident response SLA’s are in place; 

 

3.7 IT VULNERABILITY MANAGEMENT POLICY 

 
Policy: 
An ongoing technical vulnerability assessment and remediation process must be defined, 
documented and implemented for all information assets that are considered business 
critical to the organization or which contain, access and/or transport sensitive information. 

 
3.7.1 IT Vulnerability Management Standard: 

 
Objective: 
The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by conducting ongoing technical vulnerability assessments and exposing the 
various system vulnerabilities that could impact the confidentiality, integrity and availability 
of [COMPANY]’ information assets. 

3.7.1.1 Business critical systems must be defined and documented, which must include an 
assigned business asset owner for each system; 

3.7.1.2 Internal vulnerability scans must take place on a monthly basis across all in-scope 
business systems that access [COMPANY]’ network; 

3.7.1.3 All systems scans must be authenticated and credentialed; 
3.7.1.4 Where possible, all system scans must be agent based; 
3.7.1.5 Network scanning must be conducted on a monthly basis; 
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3.7.1.6 Once confirmed, all critical and high vulnerabilities must be remediated within 30 business 
days of their identification; 

3.7.1.7 External vulnerability scans must take place by a security third-party provider on an annual 
basis with remediation being performed for all medium or higher issues in a timely 
manner; 

3.7.1.8 A process must be defined, and documented which should include, but not limited to a 
remediation plan, procedures in containing the incident, defined roles and responsibilities; 

3.7.1.9 Open and remediated vulnerabilities metrics must be provided to management and 
presented to the cyber security committee on a periodic basis; 

3.7.1.10 The Cyber & Information Security Team is responsible in governing the identification, 
evaluation and overseeing the remediation of all system related vulnerabilities and security 
incidents; 

3.7.1.11 A “gold image standard” must be established for all servers, laptops and scanned prior to 
deployment; 

3.7.1.12 Periodic network scans must be conducted to detect unauthorized devices and software 

. 

3.8 IT CHANGE MANAGEMENT POLICY 

 
Policy: 
All IT system changes must be controlled and follow the required standards as they 
relate to the business need, appropriate testing and approvals. 

 
3.8.1 IT Change Management Standard: 

 
Objective: 

The objective of this standard is to reduce the risks in terms of unauthorized and 
unplanned changes made within the IT environment, which could impact the system’s 
availability and interrupt services to the business. 

 
3.8.1.1 All system changes must have a detailed business description explaining why the change 

is required; 
3.8.1.2 Where appropriate, system changes (e.g., source code) must be tested in a non- 

production environment; 
3.8.1.3 Where appropriate, system changes must have user acceptance testing completed with 

an approval to move forward with the change in production; 
3.8.1.4 Management and/or the appropriate control owner must review and approve system 

changes prior to production; 
3.8.1.5 Changes must never be made within the production environment without the proper 

management and/or control owner approval; 
3.8.1.6 Change records/requests must be well documented and retain for 18 months; 
3.8.1.7 Where appropriate, initiation of a system change request must have the appropriate 

authorization. In addition, it is prohibited for an individual to implement the change they 
also authorized and approved; 

3.8.1.8 Developers must never have access to update and make changes to the production 
environment, unless the access was documented and approved by management for 
required IT and business support; 

3.8.1.9 Auditing controls and processes must be in place, to monitor system changes made to 
business-critical systems; 

3.8.1.10 Test environments that contains sensitive data (e.g., PHI, PII, and CCPA) must be 
secured and follow the same IT security requirements and polices; 

3.8.1.11 When required, emergency changes are allowed to have an “after the fact” approval; 
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3.9 IT RISK MANAGEMENT POLICY 

 
Policy: 

[COMPANY] must identify reasonably foreseeable internal and external threats that 
could result in unauthorized disclosure, misuse, alteration, or destruction of information 
assets and computer resources. [COMPANY] must assess the likelihood and potential 
damage of these threats, taking into consideration the sensitivity of information assets, 
and assess the effectiveness of the organization’s policies, procedures, controls and 
other arrangements in place to control risks. 

 
3.9.1 IT Risk Management Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring a process is in place to continuously monitor, identify and mitigate 
cyber security risks to an acceptable level. 

3.9.1.1 A formal risk assessment process must include, but not limited to the following, 
1. Purpose & Scope 
2. Roles and Responsibilities 
3. Test Plan 
4. Vulnerability Assessment 
5. Threat Assessment 
6. Likelihood Assessment 

7. Risk Level 
8. Impact to the Business 
9. Mitigation Plan 

 

3.9.1.2 Vulnerability scanning and penetration testing must be included as part of the ongoing risk 
assessment process; 

3.9.1.3 A security policy gap assessment must be conducted for any IT project that includes the 
implementation of a new system or application; 

3.9.1.4 A security control assessment must be conducted on an annual basis for all business- 
critical systems; 

3.9.1.5 A risk register must be in place to capture, document, prioritized and mitigate any potential 
cyber security risks that could negatively impact [COMPANY]’ information assets; 

3.9.1.6 A final report must be created and presented to IT management outlining the risk results of 
[COMPANY]’ internal security governance assessment; 

3.9.1.7 For all captured findings and observations via the final report, IT management must have 
a risk mitigation plan in place within 30 days of the completed assessment; 

3.9.1.8 All risk mitigation plans must have the following; 

1. Owner of the remediation (i.e., control owner, manager) 
2. The identified observation and/or gap 
3. How the remediation will be resolved including success criteria 
4. Defined action items 
5. Effective dates 
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3.10 IT VENDOR RISK MANAGEMENT POLICY 

 
Policy: 

To ensure the appropriate security of information assets or computer systems accessed 
by third-party business partners (including external suppliers and service providers), the 
organization requires that personnel who engage with such third parties must ensure that 
such third parties adhere to the Information Security Third Party Standard. 

 
3.10.1 IT Vendor Risk Management Standard: 

 
Objective: 
The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring the proper process is in place to maintain and implement the 
appropriate level of information security and service delivery. 

 
3.10.1.1 A non-disclosure and/or master service agreement must be in place and signed for any 

non-employees requiring access to [COMPANY]’ information systems; 
3.10.1.2 All non-employees requiring a network user account must be set-up with a default 

deactivation of 90 days, and any extension must be completed by the hiring manager; 
3.10.1.3 All non-employees must comply with all [COMPANY]’ policies and controls; 
3.10.1.4 All non-employees requiring access to [COMPANY]’ information system must have a 

unique account, which must follow the organization’s non-employee naming 
standard; 

3.10.1.5 All non-employee accounts which have been disabled for 90 days or more must be 
removed from the network, unless there is a specific approved litigation hold on the user 
account; 

3.10.1.6 An established process must be in place to ensure vendors are captured and inventoried 
within the VRM program; 

3.10.1.7 A vendor security assessment process must be established and conducted on all new 
vendors and/or vendors that require a re-assessment due to contractual requirements 
that access, store and/or process [COMPANY]’ data; 

3.10.1.8 A vendor classification methodology (e.g., risk tiering) must be established to ensure 
vendors are appropriately classified based on the vendor’s inherent risk; 

3.10.1.9 An established vendor risk management process must be defined and documented and 
reviewed by management when appropriate; 

3.10.1.10 Management must exercise appropriate due diligence in selecting its third-party business 
partners, including, as appropriate, review of the security controls the business partner 
has in place to ensure that any subservice provider used by a business partner will be 
able to meet the objectives of [COMPANY]’ information security policy; 

3.10.1.11 Revaluation of the vendor’s security controls and program must be conducted based on 
the vendor’s risk level and classification; 

3.10.1.12 All vendors must be classified based on risk level, which should include, but not limited 
to, regulatory information, personal identifiable information, and sensitive business 
information (e.g., mergers/acquisitions); 

3.10.1.13 All vendor security reviews should be conducted based on the defined vendor risk level 
and vendor classification; 

3.10.1.14 Third parties must be aligned with [COMPANY]’ response and recovery program; 

3.10.1.15 All third-party VPN access requests must have a written business justification with 
approval from both Network and Cyber Security Management; 

3.10.1.16 Third parties that provide [COMPANY] hosted services must provide the Cyber & 
Information Security Team with the following documentation; 

a. SOC report and/or a third-party security audit report; 
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b. Documentation about their security program and how [COMPANY]’ 
information assets will be protected; 

c. The third-party contract which should outline SLA (Service Level Agreement) in 
terms of system availability, how and when [COMPANY] will be informed if the 
third party was compromised and/or breached; 

 

 

3.11 IT MEDIA SANITIZATION POLICY 

 
Policy: 

[COMPANY] must sanitize all media, paper media, removable media, business mobile 
computing devices, and information assets prior to disposal, release outside of 
organizational control, or release for reuse in order to render confidential data 
permanently non-retrievable by any means: 

 
3.11.1 IT Media Sanitation Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring all obsolete media containing [COMPANY] sensitive data and 
information is properly disposed of and/or destroyed. 

 
3.11.1.1 Storage media scheduled for destruction must be inventoried and securely stored until 

destroyed; 
3.11.1.2 All storage media and any other hardware containing [COMPANY] business data and 

information must be destroyed with a certified vendor; 
3.11.1.3 Management must obtain the proper certification from the vendor for all storage media 

and hardware that was either destroyed and/or sanitized; 
3.11.1.4 IT management is responsible to ensure the proper disposal and destruction process and 

procedures are well defined and documented; 
3.11.1.5 The following media listed below, but not limited to is in-scope for this policy; 

a. Electronic (soft copy) – hard drives, random access memory, read-only memory, 
disks, memory devices, mobile computing devices (i.e. phones and iPads), printer 
hard drives and network equipment; 

b. Hard Copy – all IT sensitive documents must be either properly 
destroyed/shredded or tossed into a secured/locked trash bin. 

 

 

3.12 IT LOGICAL ACCESS POLICY 

Policy: 
Access control process must be established, documented and reviewed based on 
business and security requirements to ensure the proper authorization, modification, 
revocation of access rights, removal of user accounts, access reviews and user activity 
monitoring to all [COMPANY] critical business systems are in place. 
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3.12.1 IT Logical Access Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring the assets are secured and protected in terms of managing and 
executing all system access control tasks consistently and effectively by each information 
asset custodian. 

3.12.1.1 All [COMPANY]’ terminated employees must have their network/AD user account 
disabled within 24 hours of their employment termination date; 

3.12.1.2 Privileged IT user access across all [COMPANY]’ own systems must be reviewed on a 
periodic basis to ensure the access is appropriate; 

3.12.1.3 All access requests (e.g., new hires, transfers and terminations) to [COMPANY]’ 
systems and applications must have a written authorization (e.g., electronic approval) via 
[COMPANY]’ formal process; 

3.12.1.4 All system access requests must be saved and stored for 18 months to ensure supporting 
documentation is available for audit and compliance purposes; 

3.12.1.5 Where appropriate, a segregation of duties matrix must be developed for critical business 

systems; 
3.12.1.6 All terminated user accounts must be removed from the system after 60 days of the end- 

user’s termination date from [COMPANY]; 
3.12.1.7 Where appropriate, management is responsible to ensure system access reviews take 

place on a periodic basis; 
3.12.1.8 All [COMPANY]’ business critical systems must have a defined data/asset 

custodian; 
3.12.1.9 IT data/asset custodians are responsible in reviewing and approving all IT privileged 

access to [COMPANY]’ information systems; 
3.12.1.10 Where appropriate, all systems must have the ability to monitor IT staff with powerful 

system privileges that are making system changes; 
3.12.1.11 System audit logs must be secured with restricted access; 

3.12.1.13 IT shared accounts must have a business reason with an approval from the Cyber & 
Information Security Team; 

3.12.1.14 The access request and removal process must have a defined and documented process 
and procedures; 

3.12.1.15 Users that have access to sensitive data (e.g., PII, HIPAA, and CCPA) should be 
reviewed on a periodic basis to ensure the access is appropriate; 

3.12.1.16 IT users that have access to [COMPANY]’ various data centers must be 
reviewed on a semi-annual basis; 

3.12.1.17 IT users that have powerful privileges to [COMPANY]’ information systems must have 
their roles and responsibilities documented to ensure their access is appropriate; 

3.12.1.18 Powerful access privileges for all [COMPANY]’ information systems must be defined 
and documented; 

3.12.1.19 The “guest account” within Windows must be disabled and the “administrator account” 
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3.13 IT PASSWORD POLICY 

Policy: 
All user and system accounts that have access to [COMPANY]’ information systems must 
be adherent to the following password standards. 

 
3.13.1 IT Password Policy Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by ensuring the assets are secured and protected in terms of managing and 
executing all system access control tasks consistently and effectively by each information 
asset custodian. 

3.13.1.1 Where appropriate, system passwords should be created using a passphrase approach 
(e.g., “Weshouldgotothebeachin2023!”) either with a minimum of 17 characters only 
changed in the event the password is exposed, or a minimum of 10 characters changed 
every 90 days. 

3.13.1.2 Passwords must contain at least one each of: upper-case letter, lower-case letter, number 

and special character (e.g., !@^:?*); 
3.13.1.3 User accounts should lock after no more than 7 failed passwords/login attempts; 

3.13.1.4 Passwords must not contain the user’s name or logon ID; 
3.13.1.5 Passwords should not be the same as any of the previous twenty passwords; 
3.13.1.6 Passwords should not consist of information that is easily obtainable (e.g., a name of your 

spouse, children, pet, sports team, family member, birthday, and type of season); 
3.13.1.7 Passwords must always be protected on all [COMPANY]’ systems; 

3.13.1.8 Where appropriate, all systems must be configured (e.g., remote access, application 
authentication) to support single sign-on (SSO); 

3.13.1.9 Where appropriate, systems must implement and support the ability to authenticate via 
multi factor authentication (MFA). 

 

 

3.14 IT EQUIPMENT SECURITY POLICY 

Policy: 
Security perimeters must be in place to protect areas (e.g., server room, data center) that 
contain information and [COMPANY]’ information systems. 

 
3.14.1 IT Equipment Standard: 

 
Objective: 

The objective of this standard is to prevent unauthorized physical access, damage and 
interference to [COMPANY]’ information systems and assets. 

3.14.1.1 All of [COMPANY]’ computer equipment and hardware should always be 

protected within a secure area; 
3.14.1.2 All visitors to [COMPANY]’ locations should be registered and logged-in, and always 

be accompanied by a [COMPANY]’ employee; 
3.14.1.3 Controls must be in place to mitigate the risks of potential threats (e.g., fire, dust, water 

damage, theft and electrical supply interference); 
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3.14.1.4 Drinking, eating and smoking around [COMPANY]’ computer equipment as it relates to 
our data center, managed security services (MSS) and managed data services (MDS) is 
strictly prohibited; 

3.14.1.5 All local hardware storage cabinets and/or closets must be locked and secured; 

3.14.1.6 Environment controls must be in place to monitor the temperature and humidity levels of 
rooms or facilities that store and/or operate [COMPANY]’ computer equipment; 

3.14.1.7 [COMPANY]’ computer equipment must have the proper controls in place to ensure 

protection from various power failures and/or interruptions; 
3.14.1.8 Technical controls must be put in place to protect the physical access to publicly 

accessible network jacks; 
3.14.1.9 Where appropriate, video surveillance must be installed in areas that are considered 

secure and restricted containing [COMPANY]’ enterprise network devices and 
equipment; 

3.14.1.10 Controls must be in place for all equipment requiring recommended manufacturer’s 
maintenance; 

3.14.1.11 System policies must be in place to ensure the lock screen feature is enabled on all 
computer systems to lock within 15 minutes of inactivity (e.g., laptops, desktops and 
servers); 

3.14.1.12 All in-scope hardware should have established and documented guidelines in place as it 
relates to life-cycle management. Listed below, are some guideline recommendations; 

1. Laptops = 3 years; 
2. Mobile Phones = 2 years; 
3. Servers = 5 years; 
4. Copiers/Printers = 7 years; 
5. Desktops = 5 years; 
6. Switches = 5 years; 

7. Firewalls = 5 years. 

 

 

3.15 IT ENCRYPTION POLICY 

Policy: 

Where appropriate, all databases, laptops, desktops, servers and mobile devices that 
store or transfer confidential data and information (i.e., data classified as High or Medium 
Disclosure Risk) must have the following encryption standards in place. 

 
3.15.1 IT Encryption Standard: 

 
Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY]’ information 
assets, by protecting [COMPANY]’ critical data and information via cryptographic means 

3.15.1.1 All laptops and desktops must have full disk encryption in place; 

3.15.1.2 Where appropriate, data/information that requires confidentiality, data integrity, and non- 
repudiation should adhere to NIST’s 800-175 encryption standard; 

3.15.1.3 Symmetric crypto-system key lengths must be at least 128 bits; 
3.15.1.4 Asymmetric crypto-system keys must be of a length that yields 2048 bits; 

3.15.1.5 Transmission of confidential information (i.e., PII, PCI, and PHI) on the public network 
must be encrypted using TLS v1.2 or higher; 

3.15.1.6 Encryption must be protected against discloser and misuse; 
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3.15.1.7 Hashing or digest solutions must use the following hashing standards, which should 
include salted values to randomize the hash function, so it resists dictionary attacks 
against the algorithm output; 

a. Secure Hash Standard (, SHA-256, SHA-384, and SHA-512); 

3.15.1.8 Where appropriate, the following certificate management standards must be followed 

b. All certificates used for external facing applications must have an expiration date 

of three years; 
c. All certificates used for internal systems must have an expiration date of three 

years; 
d. All certificates, whether expired or rolled out, must be backed-up and archived 

indefinitely in the event the certificate is needed for future use; 
e. There must be an auditable chain of custody in the delivery of certificates from a 

Certificate Authority (CA) or Registration Authority (RA); 
f. Internal use certificates must be obtained via [COMPANY]’ internal and 

approved CA (Certificate Authority) program; 
3.15.1.9 Where appropriate, encryption policies should be enabled on USB drives to ensure 

removable external devices (i.e. thumb drives) containing [COMPANY] information 
is encrypted. 

 

 

3.16 IT EXCEPTION POLICY 

Policy: 

All IT policy exception requests must be captured, reviewed and documented via the 
organization’s Policy Exception Standard, with specific details regarding the mitigating 
factors and compensating controls that will be used to offset the security risk. 
 
3.16.1 IT Policy Exception Standard  
Objective: 
Due to special circumstances that require deviations from this policy, an exception 
standard was developed for users to submit, justify and manage their policy exception 
request. 

3.16.1.1 A request must be completed and submitted via email to the IT security mailbox; 
3.16.1.2 The request should include the following information: 

a) Identify the specific system, application and/or service for which the exception is being 
requested; 

b) If applicable, please define the data classification category of the associated system, 
application and/or service; 

c) Provide the policy and/or standard for which an exception is being requested; 
d) Provide the nature and why the exception is required; 

e) Provide the assessment of the potential risk posed by the non-compliance; 
f) Provide the plan for managing and mitigating those risk(s) identified within the form; 
g) Provide the timelines for the requested exception 
h) Provide the owner of this policy exception (i.e., control owner, manager of the system or 

service) 
i) The request should include approvals based on the risk level (e.g., H/M/L): 

1. High risk policy exception(s) will require an executive approval from the business, 
SVP, CTO/Information Technology, VP, Cyber and Information Security 

2. Medium risk policy exception(s) will require an approval from Director of the 
system, Director of the business unit, and VP, Cyber and Information Security 

3. Low risk policy exception(s) will require an approval from the Manager of the 
system, Manager of the business unit, and Cyber and Information Security; 

3.16.1.3 High risk policy exceptions must be reviewed every 90 days; 
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3.16.1.4 Medium risk policy exceptions must be reviewed every 180 days; 
3.16.1.5 Low risk policy exceptions must be reviewed annually; 

3.16.1.6 High risk policy exceptions without a compensating control will not be approved; High risk 
policy exceptions without an exception approval will be added to the risk register as part of 

the IT risk management process; 
3.16.1.7 All past due policy exceptions must request an extension and have an approval; 
3.16.1.8 Roles and responsibilities must be well defined and documented; 
3.16.1.9 The exception process must be well documented and communicated; 

 
 

 

3.17 IT DATA CLASSIFICATION POLICY 

Policy: 

In order to effectively secure [COMPANY]’ digital data, a classification of each information 
asset or group of assets must be classified in accordance with the classifications as 
defined by the organization’s classification categories. For addition information, please 
refer to the Data Classification Grid located on page 31. 

 
 

3.17.1 IT Data Classification Standards 

Objective: 

The objective of this standard is to ensure that all of [COMPANY]’s valuable information 
assets that process, store and transmit digital data both internally and externally are 
accurately identified, and have the required safeguards in place to mitigate the risks as it 
relates to regulatory compliance and/or data that could potentially be compromised or 
leaked. 

 
3.17.1.1 All information assets that store, process and/or transmit digital data that is considered 

high and/or moderate discloser risk, must comply with the data classification security 
requirements; 

3.17.1.2 All information asset owners are responsible in ensuring their assets are properly 
identified and classified per the data classification requirements; 

3.17.1.3 All information asset owners must ensure all roles and responsibilities that handle high 
and/or moderate discloser risk digital data are captured and documented; 

3.17.1.4 All information asset owners must have a fully defined and documented “data lifecycle 
map” that outlines the data’s sequence of stages from beginning to end; 

3.17.1.5 All information assets that store, process and/or transmit digital data that is considered 
high and/or moderate discloser risk must have a defined and documented business and 
data owner. DO N
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3.18 IT SYSTEM AND SERVICES ACQUISITION POLICY 

Policy: 
In order to effectively manage [COMPANY]’ systems and technology acquisition risks, all 
systems and services must adhere to the acquisition standards set forth in Appendix B. 
Further, all systems acquisitions will be reviewed and approved with respect to 
consistency with applicable laws, executive orders, directives, regulations, policies, 
standards, and guidelines; and standards. 

 
3.18.1 IT System and Services Acquisition Standard 

 
Objective: 

The objective of this standard is to ensure that the acquisition of systems and services or 
the components of systems and services do not create unnecessary or exposure to 
internal and external threat vulnerabilities. 

 
3.18.1.1 Where appropriate, determine the high-level information security and privacy requirements 

for the system or system service in mission and business process planning; 
3.18.1.2 Define and document information security and privacy roles and responsibilities throughout 

the system development life cycle; 
3.18.1.3 Identify individuals having information security and privacy roles and responsibilities; 
3.18.1.4 Integrate the organizational information security and privacy risk management process into 

system development life cycle activities; 
3.18.1.5 Include the following requirements, descriptions, and criteria, explicitly or by reference, 

using standardized contract language in the acquisition contract for the system, system 
component, or system service: 

3.18.1.6 Security and privacy functional requirements; 
3.18.1.7 Strength of mechanism requirements; 

3.18.1.8 Security and privacy assurance requirements; 
3.18.1.9 Controls needed to satisfy the security and privacy requirements; 

 

1. Security and privacy documentation requirements; 
2. Requirements for protecting security and privacy documentation; 

3. Description of the system development environment and environment in which 
the system is intended to operate; 

4. Allocation of responsibility or identification of parties responsible for information 
security, privacy, and supply chain risk management; 

 
3.18.1.10 Obtain or develop administrator documentation for the system, system component, or 

system service that describes secure configuration, installation, and operation of the 
system, component, or service; effective use and maintenance of security and privacy 
functions and mechanisms; and known vulnerabilities regarding configuration and use of 
administrative or privileged functions; 

3.18.1.11 Where applicable, require the developer of the system, system component, or system 
service to perform configuration management during system, component, or service; 
document, manage, and control the integrity of changes and implement only organization- 
approved changes to the system, component, or service; document approved changes to 
the system, component, or service and the potential security and privacy impacts of such 
changes; and track security flaws and flaw resolution within the system, component, or 
service and report findings. 
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3.18.1.12 Obtain or develop user documentation for the system, system component, or system 
service that describes; user-accessible security and privacy functions and mechanisms and 
how to effectively use those functions and mechanisms; methods for user interaction, which 
enables individuals to use the system, component, or service in a more secure manner and 
protect individual privacy; and user responsibilities in maintaining the security of the system, 
component, or service and privacy of individuals; and 

 

 

3.19 IT MALWARE MANAGEMENT POLICY 

The need for malware management is to reduce the potential risks to [COMPANY]’ 
information assets, by protecting the software, hardware and data that could be 
vulnerable to the introduction of malicious code. Therefore, where applicable all IT 
systems, network devices, etc. within [COMPANY] must have malware protection 
enabled, updated, and monitored at all times. 

 
3.19.1 IT Malware Management Standard: 

Objective: 

The objective of this standard is to reduce the potential risks to [COMPANY] information 
assets, by protecting the software, hardware and data that could be vulnerable to the 
introduction of malicious code. 

 
3.19.1.1 Where appropriate, end-point detection and response agents must be installed on all 

servers, laptops and desktops owned by [COMPANY]; 
3.19.1.2 [COMPANY]’ personnel must not have the ability to disable anti-virus on their work 

machines; 
3.19.1.3 The anti-virus software must always be current with the latest updates, and patches; 
3.19.1.4 The IT Operations Team is responsible for the deployment, support and update in terms 

of the anti-virus software; 
3.19.1.5 The Cyber & Information Security Team is responsible in governing critical virus alerts, 

new infections, root cause analysis, and removal of any system infection caused by 
malicious code; 

3.19.1.6 The antivirus software must be configured to receive definition updates automatically. 
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APPENDIX A CLASSIFICATION AND TYPE OF DATA GRID 
 

 
Classification & Type of Data Type of Security Controls Required 

High Disclosure Risk: 

Information that is considered significant business critical to the 
organization’s on-going operations and could seriously damage the 
organization if lost or made public. Such information includes the following 
but not limited to… 
 

1. Impending mergers or acquisitions 
2. Investment strategies/business plans 
3. General Counsel/legal documents/information 
4. Intellectual property 
5. Regulations and statutes 

6. Financial data/information 
7. Personal identifiable information/personal information (PII or PI as 

defined in applicable privacy laws and regulations) 

Information classified as High Disclosure Risk has very restricted 
distribution and must always be protected. Security at this level is the 
highest possible 

➢ Security policy 
➢ Training and awareness 
➢ Data must be encrypted during transmission and 

/or sitting on a mobile device. 
➢ Password protection 
➢ 2-factor authentication 
➢ White listing IP’s 
➢ Employees should have very limited access. 

If access is required, it must be authorized 
from the data owner only or upper 
management 

➢ System monitoring and auditing 
➢ Downloading this information onto mobile 

devices and emailing this information to 
external email services (e.g., Yahoo, Gmail) is 
strictly prohibited, unless authorized by the 
data owner and/or upper management 

➢ Clear desk policy 
➢ Physical security (e.g., locked cabinets and 

offices, limited access by employees) 
➢ Non-Disclosure Agreement (NDA) 

Moderate Disclosure Risk: 

Information that is considered business sensitive to the organization’s 
on- going operations and could seriously impede them if made public or 
shared internally. Such information includes the following but not limited 
to… 
 

1. Network diagrams and addresses 
2. System passwords 
3. Customer data/information 

4. HR employee data/information 
 
Such information should not be copied or removed from the organization’s 
operational control without specific authority. Security at this level 
should be very high 

➢ Security policy 
➢ Training and awareness 
➢ Data should be encrypted during transmission and 

/or sitting on a mobile device 
➢ Password protection 
➢ System monitoring and auditing 
➢ Access to data requires the proper authorization 
➢ Clear desk policy 
➢ Physical security (e.g., locked cabinets and 

offices, limited access by employees) 

Low Disclosure Risk: 

Information not approved for general circulation outside the organization 
where its disclosure would inconvenience the organization or management 
but is unlikely to result in financial loss or serious damage to credibility. 
Examples include the following but not limited to … 

 
1. Internal memos/non sensitive information 

2. Data in public domain 
3. Annual public reports 
4. Press statements 

5. Marketing data 
 
Such information should be used with caution if shared outside the 

organization. Security at this level is controlled but normal. 

➢ Security policy 
➢ Training and awareness 
➢ Password protection 
➢ Clear desk policy 
➢ Physical security (e.g., locked cabinets and 

offices, limited access by employees) DO N
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APPENDIX B 
SECURITY POLICIES AND NIST STANDARD MAPPING 

 

NIST CSF 
FUNCTION 

NIST CSF 

Category 

NIST CSF 

Sub Category 

Policy # Page # 

IDENTIFY (ID) Asset Management (ID.AM) ID.AM-1: 

Physical devices and systems within the 
organization are inventoried 

3.2 14 

  ID.AM-2: 

Software platforms and applications within 
the organization are inventoried 

3.2 14 

  ID.AM-5: 

Resources (e.g., hardware, devices, data, 

time, personnel, and software) are prioritized 
based on their classification, criticality, and 
business value 

3.2 14 

  ID.AM-6: 

Cybersecurity roles and responsibilities for 
the entire workforce and third-party 
stakeholders (e.g., suppliers, customers, 
partners) are established 

3.10 22 

  ID.BE-1: 

The organization’s role in the supply chain is 
identified and communicated 

3.10 22 

  ID.BE-5: 

Resilience requirements to support delivery 
of critical services are established for all 
operating states (e.g. under duress/attack, 

3.1 12 

 Governance (ID.GV) ID.GV-1: 

Organizational cybersecurity policy is 
established and communicated 

1.2         5 

  ID.GV-3: 

Legal and regulatory requirements regarding 
cybersecurity, including privacy and civil 
liberties obligations, are understood and 
managed 

1.3         5 

  ID.GV-4: 

Governance and risk management processes 
address cybersecurity risks 

3.9 21 

 Risk Assessment (ID.RA) ID.RA-1: 

Asset vulnerabilities are identified and 
documented 

3.9 21 

  ID.RA-2: 
Cyber threat intelligence is received from 
information sharing forums and sources 

3.9 21 
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  ID.RA-3: 

Threats, both internal and external, are 
identified and documented 

3.9 21 

  ID.RA-4: 

Potential business impacts and likelihoods 
are identified 

3.9 21 

  ID.RA-5: 

Threats, vulnerabilities, likelihoods, and 
impacts are used to determine risk 

3.9 21 

  ID.RA-6: 

Risk responses are identified and prioritized 

3.9 21 

 Risk Management Strategy (ID.RM) ID.RM-1: 

Risk management processes are 
established, managed, and agreed to by 
organizational stakeholders 

3.9 21 

 Supply Chain Risk Management 
(ID.SC) 

ID.SC-1: 

Cyber supply chain risk management 
processes are identified, established, 
assessed, managed, and agreed to by 
organizational stakeholders 

3.10 20 

  ID.SC-2: 

Suppliers and third-party partners of 
information systems, components, and 
services are identified, prioritized, and 
assessed using a cyber supply chain risk 
assessment process 

3.10 22 

  ID.SC-3: 

Contracts with suppliers and third-party 
partners are used to implement appropriate 
measures designed to meet the objectives of 
an organization’s cybersecurity program and 
Cyber Supply Chain Risk Management Plan. 

3.10 22 

  ID.SC-4: 

Suppliers and third-party partners are 
routinely assessed using audits, test results, 
or other forms of evaluations to confirm they 
are meeting their contractual obligations 

3.10 22 

PROTECT (PR) Identity Management (PR.AC) PR.AC-1: 

Identities and credentials are issued, 
managed, verified, revoked, and audited for 
authorized devices, users and processes 

3.12 23 

  PR.AC-2: 

Physical access to assets is managed and 
protected 

3.14 25 
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  PR.AC-3: 

Remote access is managed 

3.12 23 

  PR.AC-4: 

Access permissions and authorizations are 
managed, incorporating the principles of least 
privilege and separation of duties 

3.12 23 

  PR.AC-6: 

Identities are proofed and bound to 
credentials and asserted in interactions 

3.13 23 

  PR.AC-7: 

Users, devices, and other assets are 
authenticated (e.g., single-factor, multifactor) 
commensurate with the risk of the transaction 
(e.g., individuals’ security and privacy risks 
and other organizational risks) 

3.13 25 

 Awareness and Training (PR.AT) PR.AT-1: 

All users are informed and trained 

2.2         9 

  PR.AT-2: 

Privileged users understand their roles and 
responsibilities 

2.2          9 

  PR.AT-4: 
Senior executives understand their roles and 
responsibilities 

2.2         9 

  PR.AT-5: 

Physical and cybersecurity personnel 
understand their roles and responsibilities 

2.2          9 

 Data Security (PR.DS) PR.DS-1: 

Data-at-rest is protected 

3.12 
3.15 
3.19 

23 
26 
30 

  PR.DS-2: 
Data-in-transit is protected 

3.12 
3.15 
3.19 

23 
26 
30 
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  PR.DS-3: 

Assets are formally managed throughout 
removal, transfers, and disposition 

3.2 23 

  PR.DS-5: 

Protections against data leaks are 
implemented 

3.5 26 

 Information Protection Policies, 
Processes and Procedures (PR.IP) 

PR.IP-2: 

A System Development Life Cycle to manage 
systems is implemented 

3.18 29 

  PR.IP-4: 

Backups of information are conducted, 
maintained, and tested 

3.1 14 

  PR.IP-6: 

Data is destroyed according to policy 
Refer to the 
Corporate 

Data 
Retention 

Policy 

n/a 

  PR.IP-7: 

Protection processes are improved 

3.8 20 

  PR.IP-9: 

Response plans (Incident Response and 
Business Continuity) and recovery plans 
(Incident Recovery and Disaster Recovery) 
are in place and managed 

3.6 18 

  PR.IP-10: 

Response and recovery plans are tested 

3.6 18 

  PR.IP-11: 

Cybersecurity is included in human resources 
practices (e.g., deprovisioning, personnel 
screening) 

3.12 23 

 Maintenance/Change Management 
(PR.MA) 

PR.MA-1: 

Maintenance and repair of organizational 
assets are performed and logged, with 
approved and controlled tools 

3.8 20 

  PR.MA-2: 

Remote maintenance of organizational 
assets is approved, logged, and performed in 
a manner that prevents unauthorized access 

3.8 20 
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 Protective Technology (PR.PT): PR.PT-1: 

Audit/log records are determined, 
documented, implemented, and reviewed in 
accordance with policy 

3.5 15 

  PR.PT-2: 

Removable media is protected, and its use 
restricted according to policy 

3.11 21 

  PR.PT-4: 

Communications and control networks are 
protected 

3.4 14 

  PR.PT-5: 

Mechanisms (e.g., failsafe, load balancing, 
hot swap) are implemented to achieve 
resilience requirements in normal and 
adverse situations 

3.4 14 

DETECT (DE) Anomalies and Events (DE.AE): 
Anomalous activity is detected, and 

the potential impact of events is 
understood. 

DE.AE-2: 

Detected events are analyzed to understand 
attack targets and methods 

3.5 17 

  DE.AE-3: 

Event data are collected and correlated from 
multiple sources and sensors 

3.5 17 

  DE.AE-4: 

Impact of events is determined 

3.5 17 

  DE.AE-5: 

Incident alert thresholds are established 

3.5 17 

 Security Continuous Monitoring 
(DE.CM): 

 

The information system and assets 
are monitored to identify 

cybersecurity events and verify the 
effectiveness of protective 

measures. 

DE.CM-1: 

The network is monitored to detect potential 
cybersecurity events 

3.5 17 DO N
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  DE.CM-2: 

The physical environment is monitored to 
detect potential cybersecurity events 

3.5 17 

  DE.CM-4: 

Malicious code is detected 

3.19 30 

  DE.CM-6: 

External service provider activity is monitored 
to detect potential cybersecurity events 

3.5 17 

  DE.CM-7: 

Monitoring for unauthorized personnel, 
connections, devices, and software is 
performed 

3.5 17 

  DE.CM-8: 

Vulnerability scans are performed 

3.7 19 

 Detection Processes 
(DE.DP): 

Detection processes and 
procedures are maintained and 
tested to ensure awareness of 

DE.DP-1: 

Roles and responsibilities for detection are 
well defined to ensure accountability 

3.6 18 

  DE.DP-2: 

Detection activities comply with all applicable 
requirements 

3.5 17 

  DE.DP-3: 

Detection processes are tested 

3.7 19 

  DE.DP-4: 

Event detection information is communicated 

3.5 

3.6 

17 

18 

  DE.DP-5: 

Detection processes are continuously 
improved 

3.7 19 

RESPONSD (RE) Response Planning (RS.RP): 
Response processes and 

procedures are executed and 
maintained, to ensure response to 

RS.RP-1: 

Response plan is executed during or after an 
incident 

3.6 18 
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 Communications (RS.CO): 
Response activities are 

coordinated with internal and 
external stakeholders (e.g. external 

RS.CO-1: 

Personnel know their roles and order of 
operations when a response is needed 

3.6 18 

  RS.CO-2: 

Incidents are reported consistent with 
established criteria 

3.6 18 

  RS.CO-3: 

Information is shared consistent with 
response plans 

3.6 18 

  RS.CO-4: 

Coordination with stakeholders occurs 
consistent with response plans 

3.6 18 

 Analysis (RS.AN): 
Analysis is conducted to ensure 
effective response and support 

recovery activities. 

RS.AN-1: 

Notifications from detection systems are 
investigated 

3.5 

3.6 

17 

18 

  RS.AN-2: 

The impact of the incident is understood 

3.6 18 

  RS.AN-3: 

Forensics are performed 

3.6 18 

  RS.AN-4: 

Incidents are categorized consistent with 
response plans 

3.6 18 

  RS.AN-5: 

Processes are established to receive, 
analyze and respond to vulnerabilities 
disclosed to the organization from internal 
and external sources (e.g. internal testing, 
security bulletins, or security researchers) 

3.7 

3.5 
3.6 

19 

17 
18 

 Mitigation (RS.MI): 
Activities are performed to prevent 
expansion of an event, mitigate its 
effects, and resolve the incident. 

RS.MI-1: 

Incidents are contained 

3.6 18 
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  RS.MI-2: 

Incidents are mitigated 

3.6 18 

  RS.MI-3: 

Newly identified vulnerabilities are mitigated 
or documented as accepted risks 

3.7 19 

 Improvements (RS.IM): 
Organizational response activities 
are improved by incorporating 

lessons learned from current and 

RS.IM-1: 

Response plans incorporate lessons learned 

3.6 18 

  RS.IM-2: 

Response strategies are updated 

3.6 18 

RECOVERY (RC) Recovery Planning (RC.RP): 
Recovery processes and procedures 

are executed and maintained to 
ensure restoration of systems or 
assets affected by cybersecurity 

incidents. 

RC.RP-1: 

Recovery plan is executed during or after a 
cybersecurity incident 

3.1 

3.6 

14 

18 

  RC.IM-1: 
Recovery plans incorporate lessons learned 

3.1 14 

  RC.IM-2: 
Recovery strategies are updated 

3.1 14 

 Communications (RC.CO): 
Restoration activities are coordinated 
with internal and external parties (e.g. 
coordinating centers, Internet Service 

Providers, owners of attacking systems, 
victims, other CSIRTs, and vendors). 

RC.CO-3: 

Recovery activities are communicated to 
internal and external stakeholders as well as 
executive and management teams 

3.1 
3.6 

14 
18 
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	2.3.1 User Access Standard:
	The purpose of this standard is to provide the security requirements and measurements designed to restrict system access to authorized parties (all personnel), in order to protect customer and business data, the organization’s information assets, ensu...


	2.4 USER SEPARATION OF DUTIES POLICY
	Business functions within [COMPANY] must be appropriately segregated under separate roles, and these roles must be allocated to personnel based on their job responsibilities. Conflicting duties and areas of responsibility should be segregated to reduc...
	2.4.1 User Separation of Duties Standard:
	The purpose of this standard is to provide appropriate security and business measurements that will prevent and mitigate the risk as it relates conflict of interest, wrongful acts (e.g., fraud), abuse/errors, and ensure compliance with relevant statut...


	2.5 USER MALWARE MANAGEMENT POLICY
	The need for malware management is to reduce the potential risks to [COMPANY]’ information assets, by protecting the software, hardware and data that could be vulnerable to the introduction of malicious code. Therefore, all [COMPANY] personnel must co...
	2.5.1 User Malware Management Standard:
	Reduce the potential risks to [COMPANY]’ information assets, by protecting the software, hardware and data that could be vulnerable to the introduction of malicious code.
	In order to effectively manage [COMPANY]’ personnel risks, all personnel management policies must adhere to the personnel security standards, all personnel security standards and procedures will be reviewed and approved with respect to risk assessment...

	2.6.1 Personnel Security Standard:
	The objective of this standard is to reduce the business risks associated with effective personnel security measures, by setting forth the standards and procedures to identify, properly screen personnel, assign and review the appropriate personnel to ...



	(INFORMATION TECHNOLOGY SECURITY POLICY)
	IT EMPLOYEES/NON-EMPLOYEES ONLY
	The following policies and standards outlined below apply to all of [COMPANY]’ information technology employees, IT contractors, third-party IT vendors that have system access to the organization’s network and information assets.
	3.1 IT RESILIENCY MANAGEMENT POLICY
	[COMPANY] must include information security requirements for roles and responsibilities, technical requirements, and impact analyses as part of the business resiliency program for maintaining business functions when systems or processes are compromised.
	3.1.1 IT Resiliency Standard:
	The objective of this standard is to ensure the resiliency program has the ability to minimize negative impacts to [COMPANY]’ information assets and maintain the organization’s critical business processes until regular operating conditions are restored.


	3.2 IT ASSET MANAGEMENT POLICY
	Where appropriate, an inventory of all [COMPANY]’ IT assets (e.g., hardware and software) both internal and external must be identified, maintained and updated periodically on an annual basis. Information asset classification must be established based...
	3.2.1 IT Asset Management Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by maintaining the appropriate inventory of [COMPANY]’ business application’s, servers, network hardware and devices, end-user devices (e.g., laptops and...


	3.3 IT APPLICATION SECURITY POLICY
	Access to High and Moderate Disclosure Risk information and data (e.g., PII) must be controlled in all production, test and cloud/SaaS environments by the established application security standards. Information security requirements must be included f...
	3.3.1 IT Application Security Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring the data confidentiality, integrity and availability to all internal and external hosted [COMPANY] applications.


	3.4 IT NETWORK SECURITY POLICY
	All network and infrastructure devices that store, process and communicate [COMPANY]’ data and information must have security controls in place, with the ability to detect and prevent security incidents, as well as having the ability to respond and re...
	3.4.1 IT Network Security Standard:
	The objective of this standard is to ensure the protection of [COMPANY]’ information and data that is created, processed, accessed and stored within [COMPANY]’ network infrastructure.


	3.5 IT LOGGING AND SYSTEM MONITORING POLICY
	Where appropriate, business critical IT systems must have ongoing system monitoring in place to collect system and security logs with the ability to produce audit logs of system and user activities, events and potential security incidents.
	3.5.1 IT Logging and System Monitoring Standard:
	The objective of this standard is to detect any malicious system activities or events that could potentially impact the protection of [COMPANY]’ data and information.


	3.6 IT SECURITY INCIDENT MANAGEMENT POLICY
	An Information Security Incident Plan must be in place, to detect, prevent, and respond to system related security events that could be potentially malicious, in order to reduce the negative impact and damages to [COMPANY].
	3.6.1 IT Incident Management Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring IT security events are captured and remediated in a timely manner.


	3.7 IT VULNERABILITY MANAGEMENT POLICY
	An ongoing technical vulnerability assessment and remediation process must be defined, documented and implemented for all information assets that are considered business critical to the organization or which contain, access and/or transport sensitive ...
	3.7.1 IT Vulnerability Management Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by conducting ongoing technical vulnerability assessments and exposing the various system vulnerabilities that could impact the confidentiality, integrit...


	3.8 IT CHANGE MANAGEMENT POLICY
	All IT system changes must be controlled and follow the required standards as they relate to the business need, appropriate testing and approvals.
	3.8.1 IT Change Management Standard:
	The objective of this standard is to reduce the risks in terms of unauthorized and unplanned changes made within the IT environment, which could impact the system’s availability and interrupt services to the business.


	3.9 IT RISK MANAGEMENT POLICY
	[COMPANY] must identify reasonably foreseeable internal and external threats that could result in unauthorized disclosure, misuse, alteration, or destruction of information assets and computer resources. [COMPANY] must assess the likelihood and potent...
	3.9.1 IT Risk Management Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring a process is in place to continuously monitor, identify and mitigate cyber security risks to an acceptable level.


	3.10 IT VENDOR RISK MANAGEMENT POLICY
	To ensure the appropriate security of information assets or computer systems accessed by third-party business partners (including external suppliers and service providers), the organization requires that personnel who engage with such third parties mu...
	3.10.1 IT Vendor Risk Management Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring the proper process is in place to maintain and implement the appropriate level of information security and service delivery.


	3.11 IT MEDIA SANITIZATION POLICY
	[COMPANY] must sanitize all media, paper media, removable media, business mobile computing devices, and information assets prior to disposal, release outside of organizational control, or release for reuse in order to render confidential data permanen...
	3.11.1 IT Media Sanitation Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring all obsolete media containing [COMPANY] sensitive data and information is properly disposed of and/or destroyed.


	3.12 IT LOGICAL ACCESS POLICY
	Access control process must be established, documented and reviewed based on business and security requirements to ensure the proper authorization, modification, revocation of access rights, removal of user accounts, access reviews and user activity m...
	3.12.1 IT Logical Access Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring the assets are secured and protected in terms of managing and executing all system access control tasks consistently and effectively by each ...


	3.13 IT PASSWORD POLICY
	All user and system accounts that have access to [COMPANY]’ information systems must be adherent to the following password standards.
	3.13.1 IT Password Policy Standard:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by ensuring the assets are secured and protected in terms of managing and executing all system access control tasks consistently and effectively by each ...


	3.14 IT EQUIPMENT SECURITY POLICY
	Security perimeters must be in place to protect areas (e.g., server room, data center) that contain information and [COMPANY]’ information systems.
	3.14.1 IT Equipment Standard:
	Objective:
	The objective of this standard is to prevent unauthorized physical access, damage and interference to [COMPANY]’ information systems and assets.


	3.15 IT ENCRYPTION POLICY
	Where appropriate, all databases, laptops, desktops, servers and mobile devices that store or transfer confidential data and information (i.e., data classified as High or Medium Disclosure Risk) must have the following encryption standards in place.
	3.15.1 IT Encryption Standard:
	Objective:
	The objective of this standard is to reduce the potential risks to [COMPANY]’ information assets, by protecting [COMPANY]’ critical data and information via cryptographic means


	3.16 IT EXCEPTION POLICY
	All IT policy exception requests must be captured, reviewed and documented via the organization’s Policy Exception Standard, with specific details regarding the mitigating factors and compensating controls that will be used to offset the security risk.
	3.16.1 IT Policy Exception Standard
	Objective:
	Due to special circumstances that require deviations from this policy, an exception
	standard was developed for users to submit, justify and manage their policy exception request.

	3.17 IT DATA CLASSIFICATION POLICY
	In order to effectively secure [COMPANY]’ digital data, a classification of each information asset or group of assets must be classified in accordance with the classifications as defined by the organization’s classification categories. For addition in...
	3.17.1 IT Data Classification Standards
	Objective:
	The objective of this standard is to ensure that all of [COMPANY]’s valuable information assets that process, store and transmit digital data both internally and externally are accurately identified, and have the required safeguards in place to mitiga...
	In order to effectively manage [COMPANY]’ systems and technology acquisition risks, all systems and services must adhere to the acquisition standards set forth in Appendix B. Further, all systems acquisitions will be reviewed and approved with respect...

	3.18.1 IT System and Services Acquisition Standard
	Objective:
	The objective of this standard is to ensure that the acquisition of systems and services or the components of systems and services do not create unnecessary or exposure to internal and external threat vulnerabilities.


	3.19 IT MALWARE MANAGEMENT POLICY
	The need for malware management is to reduce the potential risks to [COMPANY]’ information assets, by protecting the software, hardware and data that could be vulnerable to the introduction of malicious code. Therefore, where applicable all IT systems...
	3.19.1 IT Malware Management Standard:
	Objective:
	The objective of this standard is to reduce the potential risks to [COMPANY] information assets, by protecting the software, hardware and data that could be vulnerable to the introduction of malicious code.







